
Be Your Own Cyber Hero
Patch Program for Girl Scout Brownies

9 Things to Teach Kids to Help Improve Online Safety

Before children go online without the supervision of an adult, make sure they learn about 
how to use the Internet safely. The following guidelines are a great start:

1. Encourage kids to share their Internet experiences with a trusted adult. Together they 
can enjoy exploring interesting topics available on the Internet.

2. Teach kids to trust their instincts. If they feel nervous about anything online, they should 
tell a trusted adult about it.

3. If kids visit chat rooms, use instant messaging programs, online video games, or other 
activities on the Internet that require a login name to identify themselves, help them 
choose that name and make sure it doesn’t reveal any personal information about them.

4. Insist that kids never give out their or their family’s address, phone number, or other 
personal information, including where they go to school or where they like to play.

5. Teach kids that the difference between right and wrong is the same on the Internet as it 
is in real life.

6. Show kids how to respect others online. Make sure they know that rules for good 
behavior don’t change just because they’re on a computer.

7. Teach kids to respect the property of others online. Explain that making illegal copies of 
other people’s work - music, videos, pictures, and other programs - is just like stealing it 
from a store.

8. Help kids understand that they should never meet online friends in person. Explain that 
online friends may not be who they say they are.

9. Teach kids that not everything they read or see online is true. Encourage them to always 
ask a trusted adult if they’re not sure.

Thank you to our 
Cyber Resilience Partner:

Introduction for families and troop leaders:

Thanks to the support and expertise of Webroot, our cyber resilience partner, this patch program is designed 
to introduce Girl Scout Brownies in 2nd to 3rd grades to safe online practices. The activities on the following 
pages can be completed at home with an adult or as part of a troop activity. Upon completion of the age-
appropriate activities, visit any of our Girl Scouts GCNWI retail shops to receive your free Webroot Cyber 
Hero patch for each girl who participates. 

Did you 
know? 

36% of girls have 
experienced  

cyberbullying



Grades 
2-3

What does 
Cyber mean?   

Cyber means anything 
you do online with an 

iPad, laptop, cell phone, 
videos, or games!

Staying safe online begins with understanding how important it is to treat people with respect. The 
words of the Girl Scout Promise and Law remind us to do our best in being kind to others, respecting 
ourselves, making the world a better place, and much more. 

Girl Scout Promise

On my honor, I will try:

To serve God* and my country,

To help people at all times,

And to live by the Girl Scout Law.

Girl Scout Law

I will do my best to be

honest and fair,

friendly and helpful,

considerate and caring,

courageous and strong,

and responsible for what I say 

and do,

and to respect myself and others,

respect authority,

use resources wisely,

make the world a better place,

and be a sister to every Girl Scout.

Girl Scout Brownies:
Be Your Own Cyber Hero!

ACTIVITY

Use a crayon or 
highlighter to 
circle the words 
of the Girl Scout 
Promise and 
Law that remind 
you how to treat 
other people in 
person or online.
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*Members may substitute for the word God
in accordance with their own spiritual beliefs.



Grades 
2-3

Webroot Tech Tip!   

Show respect for yourself and 
others when you are online.

Be kind.
Be truthful.

Be real.
Be you.

Be Kind Online
Sometimes people do or say things that make others feel sad or angry. Making 
fun of the way other people look, or making comments when someone gets an 
answer wrong in class are examples of bullying. Bullying also happens online, 
and that’s called cyberbullying. Learn to be kind online and in person by doing 
the activity below.

Pretending to 
be someone 

else to make a 
mean comment 

online.

Offering to help 
a friend learn a 

new skill.

Telling a friend 
that you love 

the picture they 
drew in class. 

Starting or spreading 
a rumor that one 

friend does not like 
another friend.

Taking a photo 
of someone and 

sharing it without 
their permission.

Helping a friend tell 
a grownup when a 
stranger contacts 

them online.

Sharing a video 
on social media 
that makes fun 

of people.

ACTIVITY

Draw a HEART 
shape around 
all the ideas on 
this page that 
are kind ways 
to treat people 
in person or 
online. 

Draw an “X” 
through the 
ones that show 
bullying or 
cyberbulling.

Thanking a 
relative for your 

birthday present.
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Word Jumble
Grades 

2-3

Webroot Tech Tip  

Never give your address, 
phone number or other 
personal information to 

strangers online.

ACTIVITY

Unscramble the 
letters to help you 
find new words 
that help you stay 
safe online and 
be a Cyber Hero! 
See last page for 
answers!

1. B C R E Y

3. S R E E T P C

2. E D T E E L

4. G P I I H S H N

5. N U T S E I O Q

6. E O C P R T T

7. R S A W O P S D
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Password Creator
Webroot Tech Tips!   

1) Talk to a parent or guardian 
first before creating any online 
accounts!
2) Share your passwords with 
your parent or guardians.
3) Practice your Cyber Hero 
skills with a trusted adult.

We use passwords to use our iPads, computers, phones, YouTube accounts 
and more! A strong password is really important to keep you and your 
personal information safe.  

• Strong passwords use lowercase letters, uppercase letters, numbers, and 
symbols to make them hard to guess. 

• Can you create a strong password? Start by taking a common word, like 
“cookies.” Replace letters with symbols and numbers to make the word 
“c0oK!e5” 

• Can you develop your own system for creating a strong password? Make 
your password hide in plain sight with a few basic rules! 

Here is an example to practice first:   
For my code, I will:   
 Replace every ‘E’ with a ‘3’   
 Replace every ‘a’ with a ‘@’   
 Capitalize the last letter of every word, 
 instead of the first. 

Grades 
2-3

My Practice 
Passwords:

1.

2.

ACTIVITY
After practicing the code on two different words, create your own strong password! Use the 
keyboard picture to help find letters and numbers that look alike!
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Someone in your family might use Snapchat, Twitter or Instagram. You 
might be interested in chatting with friends online, too, but learning how 
to stay safe online is the very first step to being a Cyber Hero. 

Never respond to anyone you do not know. Discuss with your family or 
troop how you would handle any situation that makes you uncomfortable. 

Here are some ways to practice being safe online:
• Before you respond to a message or text from someone, ask yourself, 

“Do I know this person?” 
• Never accept an invitation from someone you do not know through the 

AirDrop feature on your iPhone or iPad. Accepting an image or meme 
from a stranger may give them access to your personal information. 

• Be careful about who you chat with online. Just as you would not 
speak to a stranger in person, you should never talk to strangers online.

• Some messages are spam, meaning they have links or sneaky tricks 
that will put you at risk. For example, a message asks you to click a link 
to a store, product, or silly video.  As harmless as this seems, these links 
can take your information or track your location, which can put you in 
danger. 

• Other messages may not have links, but that does not mean you’re safe. 
Even if a message comes from someone you know, asking information 
about you, you should not share any personal details with them online.   

Test your knowledge on the Safe or Sketchy worksheet on 
the next page to complete this activity. 

Webroot Tech Tip! 

Do not get trapped 
by sketchy messages! 

Never click on links from 
people you do not know!

If it does not seem right, 
don’t click on it!

Grades 
2-3

Safe or Sketchy?

If you are pausing to think if 
you should click or not, 

DON’T CLICK!
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Place a check next to the safe bubbles. 
Place a 'x' next to the sketchy bubbles. 

Safe
 or S

ketc
hy?

Someone you do 

not follow sends 

you a link to click

Someone you 

follo
w lik

es your 

post Someone you do not 
follow comments on 

your post

An account you do not follow messages you: "Hi love, we think you would be perfect for our new brand, message us for details"

An acc
ount y

ou do n
ot 

fo
llo

w m
es

sa
ge

s: 
"M

y 

fri
en

d to
ld

 m
e a

bout 

yo
u, I 

would
 lik

e t
o be 

fri
en

ds!"

A friend messages: 

"I love this photo 
of you!"

Someone you 

follow sends you 

a cute video 

Draw an “X” next to 
the sketchy bubbles. X

Draw a check next to 
the safe bubbles.

Let’s Discuss!
Pick one message and share why 
you think it is safe:

Pick one message and share why 
you think it is sketchy: 

ACTIVITY
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Scan this QR code 
to explore more of 

Webroot’s resources!

Make A Poster!

Webroot Tech Tip!   

Being a Cyber Hero takes 

practice. Now that you know 

some basic words and ways 

to stay safer online, share 

what you have learned with 

your family.

Answers for 
Word Jumble:

1. Cyber
2. Delete
3. Respect
4. Phishing
5. Question
6. Protect
7. Password

Learning how to be a Cyber Hero takes 
practice! It is fun to learn a new skill. Remind 
yourself what you have learned by getting out 
your crayons, markers or paints and drawing 
a colorful poster to hang by your family’s 
computer or in your room. 

More Activities! More Fun!

Explore an Event!
Check out our programs page where you 
can watch for more fun Cyber Hero family 
and troop activities events to pop up!

Girl Scouts of Greater Chicago and 
Northwest Indiana thanks our friends 
at Webroot for this Be Your Own Cyber 
Hero patch program. Now that you have 
done these activities, check out one or 
more of the three Girl Scout Brownie 
cybersecurity badges to learn more. 
Ask your troop leader!

Earn a Badge
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